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Introduction 

Information Technology landscape is changing and evolving rapidly. These emerging 

technologies are driving digitalization in all industries. Energy and Utilities industry has 

defined adoption patterns and innovative business models for digitization using the 

emerging technologies. In this, white paper we will discuss top five emerging technologies 

that will drive digitization in the industry in medium to long term. 

Digitalization discussion is not complete without covering Cyber Security since the industry 

is technology driven and bad actors are always looking for exploiting vulnerabilities. 

Therefore, Security is needed at the core of all technology decisions. With that in mind, we 

will begin the discussion with Cyber – security as that is a true reflection of the priorities for 
industry digitalization.  

Some of the technology drivers discussed in the paper are emerging and the applicability of 

identified use cases may be futuristic in some cases, or some may be already in use.   
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Digitalization Trends 
Digitalization in Energy and Utilities have following patterns, 

1. Digitizing Assets: Create a stable, resilient core as a foundation for future 

enhancements using digital tools to intelligently monitor and upgrade physical 

infrastructure (assets and equipment). 
 

2. Digitizing Interactions / Workforce: Create a stable, resilient core as a foundation 

for future enhancements using digital tools to intelligently monitor and upgrade 

physical infrastructure (assets and equipment). 

 

3. Digitizing Grid Operations: Maintain a stable and secure core while accelerating the 

integration of distributed energy resources using advanced grid and digital 

technologies. Rely on a stable foundation that balances the portfolio with new capital 
investments.  

Implementation of above identified patterns done using multiple technologies, we will be 

focusing on following key technologies and related trends in this document: 

0. Cyber-Security  

1. Artificial Intelligence (AI) 

2. Augmented Reality (AR) 

3. Internet of Things (IoT) 

4. Digital Twin (DT) 

5. Digitalization and Beyond 

 

Cyber - Security  

Cyber resilience refers to an enterprise’s capacity to maintain its core purpose and integrity 

in the face of cyberattacks. A cyber resilient enterprise is one that can prevent, detect, contain 
and recover from a myriad of serious threats against data, applications and IT infrastructure.  

Utilities have long been aware of growing cyber-security risks and were one of the first 

industries to respond, with requirements to implement cybersecurity controls through the 

North American Electric Reliability Corporation’s Critical Infrastructure Protection (NERC-
CIP) standards, initiated in 2007. 

Nonetheless, the threat continues to evolve, as attackers’ home is on industrial control 

systems (ICS) and attempt to access them through third parties in the power sector supply 
chain. 

As utilities march towards digitization of it’s assets, processes and operations associated 

cybersecurity risk will be increased by multifold. To counter and safeguard the critical 
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infrastructure, the cyber security products, process and policies needs to be evolving and 

advancing.  

 

 

1 - Courtesy: IBM Cyber Security 

 

Following are few emerging trends in Cybersecurity within the industry: 

Establish cyber-resilience programs and plans that are defined at an electricity ecosystem 

level to protect integrated IT and OT environments and ensure continuity of operations and 

service delivery in the event of a cyber outage.  

Integrate cybersecurity risk with business risk and manage it at an ecosystem level. 

Build cross-functional security teams - with representation from IT and OT security, 

engineering, operations, and control system and security vendors. Leverage IT and OT 
expertise when identifying and prioritizing risks and documenting plans to mitigate them.  

Develop and test response to cyber-attacks and breaches while ensuring business 
continuity. 
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Artificial Intelligence (AI)  

Artificial Intelligence is an emerging area, utilities have been adopting all spectrums of AI 

like – ML (Machine Learning), DL (Deep Learning) and NLP (Natural Language Processing). 

Since utilities deal with industrial scale machines (assets) and infrastructure, the industry is 

more suitable for AI use. These massive infrastructures & machines are installed across 

difficult terrain which provides compelling reason for AI use case adoption. Additionally, 

security of operating crew is also making it more suitable for industry to be an early adopter 

for AI related use cases. Some of the key examples of use cases of AI for EE&U are as below: 

 

 

 2 Courtesy:  IBM EEU Academy 

 

1. Stabilizing Grid Operations by Predicting Load: These days, smart 

grids/microgrids are facing various challenges due to renewable penetration, load 

fluctuations and EV integrations. These incidents of load fluctuations and intermittent 

renewable energy penetration into the grid, ultimately result in frequency deviation, 

economic cost and environmental pollution. AI can be used to improve this function 

drastically by predicting load and helping stabilize grid operations. 

 

2. Outage Prediction: Using more cognitive, cloud-based solutions—such as outage 

prediction models—gives utilities the opportunity to take a proactive stance against 

impactful weather. 
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3. Vegetation Management - When trees and power lines intersect, the results can be 

damaging and costly. If utilities can incorporate canopy cover – a new type of data 

into their analysis, they can determine where and what to cut back before it becomes 

an issue. Even there can be RPA (Robotics Process Automation) based monitoring to 

avoid catastrophic wildfire caused by transmission and distribution lines.  
 

Distributed Energy Resources Management System (DERMS) 

A distributed energy resource management system, or DERMS, is a software platform used 

to manage a group of distributed energy resource (DER) assets - such as rooftop photovoltaic 

solar panels, behind-the-meter batteries, or a fleet of electric vehicles - to deliver vital grid 

services and balance demand with supply to help utilities achieve mission-critical outcomes. 

A DERMS is an operational technology system that monitors, forecasts, optimizes and 

ultimately dispatches DERs under management directly by the utility or indirectly through 
an aggregator. 

DERMS is rapidly changing due to quickly evolving underlying technologies like Photovoltaic 

Solar Panels, Electric Vehicles, Energy Storage etc. In recent research it was included that 

DER capacity will be doubled compared to traditional power generation methods by next 
decade. 

DERMS utilizes multiple technologies like IoT, Edge, Hybrid Cloud, AI, AR to name a few. 

Some of the use cases for DERMs are as below: 

1. Managing Microgrids: A microgrid is “a local energy grid with control capability, 

which means it can disconnect from the traditional grid and operate autonomously. 

A microgrid can be powered by distributed generators, batteries, and/or renewable 

resources like solar panels. Depending on how it’s fueled and how its requirements 

are managed, a microgrid might run indefinitely.” 

 
2. Integrating Electric Vehicles:  

Integrating Vehicle to grid technology allows bidirectional energy exchange between 

electric vehicles and the power grid, which offers numerous services to the power 

grid, such as power grid regulation, spinning reserve, peak load shaving, load leveling 

and reactive power compensation. As the implementation of vehicle to grid 

technology is not only complicated but it would also increase requirements of 

balancing and stabilizing grid which can be achieved through DERMS. 
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 Courtesy: NYPA 

 

3. Energy Efficiency: Electricity efficiency programs funded by utility customers cost-

effectively offset a portion of growth power needs. That, in turn, affects the need for 

investment in new electricity infrastructure, across generation, transmission and 

distribution systems. A good example of EE would be Combined Heat & Pump or 

Cogeneration where DERMS can help. 

 

Edge Computing 

Edge computing is a distributed computing framework that brings enterprise applications 

closer to data sources such as IoT devices or local edge servers. This proximity to data at its 

source can deliver strong business benefits, including faster insights, improved response 

times and better bandwidth availability. Edge computing allows data to be processed 

near the physical location of those sensors and devices. 

The convergence of DER and IoT technologies is driving the development and 
implementation of a new power-delivery system, and it is coming from the grid’s edge. 

Utilities can leverage Edge computing solutions to process, analyze and gain insights from a 

constant stream of data from connected devices. These insights enable utilities to manage 

and monitor the broad range of their operations at a much higher level of granularity than 

in the past. Some of the use cases for Edge Computing are as below. 

1. Real-time Demand Forecasting: Fully automated (real-time), integrated load 

forecasting solution including demand, price, or supply forecasting; includes smart 
meter forecasting. 
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The information from devices within homes and businesses — such as smart meters, 

smart thermostats, and smart appliances — can be used to adjust power output and 

better understand customer needs. It can even support proactive support, such as 

sending customers information about their usage that can help them be more energy 
efficient. 

2. Microgrid Stabilizing (VPP): Demand Spike and Valleys can be managed using 

Virtual Power Plant (VPP) formed using Edge Devices. 

 

A VPP consists of large number of solar power and battery storage systems centrally 

monitored and controlled by load control systems in a web-based network, to create 

a single reliable energy supply that can be discharged instantly at times of peak 

demand, much like a gas power plant. 

 

Internet of Things (IoT) 

Internet of Things are revolutionizing IT/OT landscape, the most important technology to 

digitalize the industry, there are several use cases for IoT.  Utilities use spectrum of devices 

right from a smart meter to electric grid which is considered as one of the most complex 

technical assembly / engineering that exists. 

IoT can be levered to optimize energy generation and distribution. IoT technology solutions 

enable utilities to integrate various business processes like asset optimization and 

monitoring. Digitization existing operations is expected to increase the overall operational 

efficiency of the utility enterprises with less infrastructure investment. 
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6 Courtesy: Irena 

The global Internet of Things (IoT) in utilities market size expected to grow from USD 28.6 

billion in 2019 to USD 53.8 billion by 2024, at a Compound Annual Growth Rate (CAGR) of 

13.5% during the forecast period. 

Some of the popular use cases of IoT for Utilities are as below.  

1. DERMS Integration: Energy storage systems, in the form of large-scale batteries, 

aggregated small batteries (“behind the meter”) or plugged-in electric vehicles are 

emerging as key enablers for renewable energy integration.  This integration is 

achieved using IoT technology.  

Global Grid-scale Energy Storage System Market, which is expected to grow at a CAGR 

of 35.5 percent from 2015-2019. Increasing power outages are a major concern faced 

by end-users worldwide. Adoption of energy storage technologies in power grids is 

one of its most feasible solutions available for utility providers to avoid service 

downtime. 

 

2. Robotics Process Automation: IoT based Robots can be used for the inspection of 

dangerous and hard to reach assets. Robots can also be used in process where health 

hazard is involved like nuclear industry and handling of radioactive waste. 
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Digital Twin (DT) 

The concept of a Digital Twin has been around for over a decade. In its simplest form, a Digital 

Twin is a digital representation of a physical thing and can include many aspects from 

maintenance specifications to bill-of-materials, equipment simulation, reliability models, 

and Internet of Things (IoT) enabled operational integration. 

Digital Twin is a classic example of maximum digitalization (although achieving complete 

digitalization in grid operations is not possible). Digital Twin by itself is not a technology 
rather it is combination of technologies like IoT, AI, VR and possibly Edge Computing.  
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Some of the popular use cases of Digital Twin for Utilities are as below.  

1. Power Grid Digital Twin:  

Power Grid Digital Twin can provide Grid Operator ability to foresee challenges to the 

grid infrastructure, automate alerts and complex processes, to ensure complete 

control and pave the way for the digitalized energy system of the future. 

 

2. Enterprise Asset Management: Digital Twin combines different assets and their 

information in one place, enabling improvement of operational efficiency. Centralized 

and visual asset information allows easy utilization of data and ensures the data is 

always available to all relevant stakeholders of the asset. With digital twin it is 

possible to simulate operations and compare historical data to the latest one in order 

to predict future changes. 
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Digitization Beyond : Quantuamization   

While Industry as whole moving towards Digitization at the same time Quantum computer 

beginning to show initial results, while it is far from real-life implementations but there are 

frequent new discoveries. It would be fair expectation that in near to long term there would 
be multiple uses of quantum computing.  

It is expected that Classic Computing and Quantum Computing will compliment each, it is 

like that we will be focusing on Quantuamization in foreseeable future. 

Following are current uses of Quantum Computing in Energy and Utilities industry. 

 

1. Deep Exploration: Quantum computing can be used to explore and run complex 

algorithm which classic computing can’t handle such as deep exploration which is not 
suitable for classic computing because of its limitation caused by superposition.  

Quantum computers could provide new capabilities to simulate chemistry, leading to 

massively impactful developments in energy sustainability and efficiency. Quantum 

could support discoveries to spark large-scale carbon capture or identifying new 
catalysts and active materials for low energy processing. 

 

2. Optimization of Power Grid: Optimization of Power Grid is a complex algorithm 

where classic computing has limitations, to optimize power grid, first it needs to be 

analyzed; quantum computing is suitable to handle such complex algorithm.  

 

3. QKD (Quantum Key Distribution) based Cyber Security: The electrical grid needs 

a long-term authentication/encryption solution with minimal impact on grid 

operations. Quantum Key Distribution (QKD) can deliver these benefits to protect 

utilities. QKD solution has the potential to deliver long-term, cost effective, secure 

grid communications. 
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