
The following questions are often asked about our AuthentXTM Identity Management System and about cyber-physical 

security as it relates to the energy sector. 

Does NERC have any regulations governing the use of Smart ID systems? 

The NERC CIP requirements don't regulate technologies, but rather processes. The processes that are most important in this case 

are authentication and authorization. In the webinar, we described how PIV cards can help a NERC entity comply with the many 

requirements that touch on authentication or authorization. And we showed that they can save a lot of time and money in comply-

ing with those requirements - in fact, in some cases they give you a "free pass" because the requirement becomes moot (e.g. the 

requirement for password complexity - it only applies to "password-only" authentication, and PIV cards eliminate the need for 

passwords altogether). 

A SmartID card, like the PIV card, will allow for the following that are requirements of NERC CIP: 

- utilizing multifactor authentication for both physical spaces (PSP) and computer systems (ESP), 

- the ability to remove access for an individual quickly, 

- to log all access points (electronic and physical) as well as 

- storing Personnel Risk Assessment data to eliminate inadvertent access that has expired   

As smart identification technology evolves, will systems that use earlier versions of it become obsolete? 

This is not only a very good question, but one that all users should ask when in it comes to technology. 

At XTec, we follow the standards that are set forth by NIST and other federal regulatory bodies.  The predominant user of our Au-

thentX Identity Management System is the federal government.  With other 5 million credentials issued by XTec alone, the base 

working attributes of the system are unlikely to change dramatically.  The technology was adopted by the government in 2004 and 

has evolved over the years, but there has never been a wholesale change to the underlying method of authentication, validation and 

authorization. 

This is one of the best reasons to adopt a technology that is based on open standards.  Your utility will not be at the mercy of a 

single vendor and you will be able to rely on technology that has been proven to work at the highest levels of necessary security. 

AUTHENTICATION AND SECURITY SOLUTIONS YOU CAN TRUSTTM 
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PIV Cards were born out of HSPD-12. Who was responsible for creating those standards? 

Homeland Security Presidential Directive 12 (HSPD-12) was signed into law in 2004 by President Bush. The intent was to create a 

mechanism by which all federal government and military personnel could be uniquely and securely identified.  Authentication, vali-

dation and authorization for access to physical and digital assets would be ascertained through the use of this ID.  All the stand-

ards that govern the use of PIV and CAC cards are governed by NIST (National Institute of Standards and Technologies).  NIST is 

also responsible for updates to any standards. 

HSPD-12 is a good example of public-private partnerships used by the US government.  XTec was an early leader in the develop-

ment of using smart card technology for SmartID cards and, along with other private companies, worked with NIST to formulate 

the technology that now exists for smart identity of not just government and military personnel, but which now extends to a large 

number of contractors and private enterprises.   

To learn more about the standards that govern HSPD-12, you can visit the NIST website here: https://csrc.nist.gov/topics/laws-

and-regulations/executive-documents/hspd-12 

 

What is the difference between Identity and Access Management and MultiFactor Authentication? 

Multifactor Authentication (MFA) is one part of Identity and Access Management (IAM).  A high assurance IAM system is im-

portant for when you need to know that a trusted person is being granted either physical or digital access. The AuthentX system 

relies on securely designed processes and documentation that ensure the enrollee is that person and technology that ties that per-

son to that digital certificate.  

Does your system use biometric authentication? 

Yes.  AuthentX uses up to three factors of authentication before granting access to an individual. You can authenticate someone 

with Something You Have (a secure credential), Something You Know (PIN number) and Something You Are (fingerprint tem-

plate). Each method is governed by the requirements established by NIST. 

Is the system cloud-based or on-premise? 

AuthentX is most often implemented cloud based, but can also be installed as an on-premise solution.  Our AuthentX Cloud has 

been certified to FedRAMP Impact Level High by the US government. FedRAMP is the Federal Risk and Authorization Manage-

ment Program and was set up to ensure that all cloud-based software applications being used by government agencies met a strin-

gent set of security protocols and requirements.  There are less than 2 dozen companies that have reached FedRAMP Impact Level 

High including the likes of Microsoft, Google and Amazon Web Services.  AuthentX Cloud is easy to install and maintain.  We have 

three geographically dispersed data centers for optimized uptime and rigorous security levels. You can learn more about FedRAMP 

here:  https://www.fedramp.gov/ 

How is your communication secured? 

All of our communications between certificate readers and authentication servers takes place over the Federal Public Key Infra-

structure, or PKI.   Each request is encrypted with TLS and is routed through a chain of trust to maximize security.  The PKI also 

allows for real-time validation of X.509 certificates through an Online Certificate Status Protocol service so that access revocation 

can happen immediately.   

Do you the have ability work with mobile phones? 

XTec was an early adopter of derived certificates.  A derived certificate is placed onto a mobile device such as a phone, laptop or 

tablet to secure those devices as well. The flexibility and security offered with derived certificates is especially important for utili-

ties since so much of the work is done in the field.   

https://csrc.nist.gov/topics/laws-and-regulations/executive-documents/hspd-12
https://csrc.nist.gov/topics/laws-and-regulations/executive-documents/hspd-12
https://www.fedramp.gov/


What level of flexibility is available in how you use your products? 

AuthentX can be very flexible in the way it is used. One great example is the PACS system. For general use, a utility can allow em-

ployees to open a door just by presenting the card (similar to a card key) during normal business hours but can set that same door 

to require a card+PIN for entry during non-standard hours. You could also allow a contractor access to a substation only during a 

set number of hours when they are assigned to be on site.   

Does your software keep log records? 

Yes, AuthentX has extensive reporting capabilities.   We archive all manner of actions including access time and location and login 

attempts. The comprehensive dashboard allows users to easily report on the data they need. This is very important for access con-

trol logs that are a requirement of NEC CIP. 

What information is stored in the card? 

The integrated circuit chip contains at least four digital certificates that are used in the authentication, validation and authorization 

process.  The chip also contains the user’s secret PIN and biometric template along with other identifying information including 

name, photo and other data deemed necessary by the organization. For utilities, data regarding NERC CIP trainings and certifica-

tions can also be stored. By creating alerts and denying access if certain requirements are not met, a utility can protect itself 

against possible NERC CIP violations. 

What information is on the face of the card? 

The card contains a user’s picture and company logo along with other identifying information.  This makes the card useful as a visu-

al identifier for employees and contractors.  Many agencies and companies wear the badge on a lanyard around the office for quick 

access and a visual identity. 

Can you discuss the cost and what is entailed in the implementation for the AuthentX Smart ID system? 

The simple answer to the question of how much a secure Identity and Access Management system costs is "It depends".  

The XTec AuthentX system combines both physical and electronic access through a SmartID card and backend system for authen-

tication, validation and authorization. The costs for electronic access will differ greatly from physical access because there is much 

less hardware to install.  

Our customers often take a phased in approach to securing their access.  Some customers choose to implement electronic access 

while others opt to replace old and outdated PACS systems first.  And some decide that security is needed immediately on both.  

Whichever way your organization decides, we are flexible in how we implement the AuthentX system.   

The size of the organization is also going to play a part in cost.  A 100 employee municipal utility is obviously going to pay less than 

a 5000 employee, multi-state Investor Owned Utility.  

The good news for both is that they will employ the same level of access security that the highest-ranking members of the military 

and government get.   

Remote access hacks are now seen as one of, if not the, primary threat to a utility’s cyber defense. The better question should be “Is 

my system vulnerable and what am I doing to make it more secure?”. 



Can this system protect our utility against ransomware? 

It is very important to note that there no one technology that will prevent all cyberattacks.  Never trust a company that states that 

they can. All organizations must employ a Defense in Depth approach to cyber-physical security.  Many ransomware attacks start 

either as a breach in credentials, typically a weak or compromised password, or from a phishing attack.  The AuthentX system re-

quires at least 2 forms of authentication including having a card in your possession.  The transmission is performed securely over 

PKI.  This makes a weak credential attack extremely unlikely. The AuthentX system also digitally signs emails so that users are able 

to trust other signed emails.  This also goes a long way to preventing a phishing attack. 

How does your system grant authorization to a user? 

In most instances, AuthentX works in conjunction with Microsoft Active Directory or another domain service to properly and se-

curely manage authorization levels. 

Do you have your own card readers? 

Yes, we offer a complete line of card readers for both physical and electronic access. For physical access control, we have readers 

that range from contactless readers to readers that can require all three forms of authentication—card plus PIN plus fingerprint. 

Forms of required authentication can be configured based upon the security level of the space or even by time of day.  We also of-

fer card readers for logging into a computer system. The most common reader is inserted into a standard USB port. 

Can we self-service the cards? 

AuthentX comes equipped with a full lifecycle management suite.  Included are PIN reset, digital certificate renewals, the ability to 

update personal information and many other useful services. 

Can the card be duplicated? 

No, the card cannot be duplicated or tampered with in any manner.  We have a built in function within our card that “zeros out” the 

card when someone attempts to tamper with the card. 

Would these cards be interoperable with government agencies such as FEMA or the National Guard? 

Yes, FEMA and other government agencies would be able to utilize these cards for identity and access management purposes. 

These are the same cards and system that is used by the federal government and US military. Having one interoperable credential 

would be very useful in times of large scale recovery and restoration projects such as post-hurricane.   
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