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Introduction
Electric power system industry is becoming increasingly 
aware of the potential adverse impact of extreme events 
and physical and cybersecurity attacks on the power 
system operations. The High Impact, Low Frequency 
(HILF) events and increased frequency of system 
disturbances caused by natural phenomena (hurricanes, 
earthquakes, etc.) results in a shift of focus of the energy 
industry from purely developing preventive measures, 
towards providing and enhancing resilience of the power 
system following these major disturbances. 

In power system operations, resilience generally means 
the ability to respond quickly and to recover from 
a disruption. To enhance system resilience, various 
strategies from the provision of sophisticated operation 
and control capabilities to preparing for the effective and 
prudent operations can be considered. 

Infrastructure resilience in power systems refers to 
resilience in terms of a long-term time horizon. The 
long-term horizon refers to the timeline prior to any 
event and deals with the investment, planning and design 
aspect for power systems. Infrastructure resilience also 
includes operational defence and recovery as a critical 
factor to guarantee security of supply. It also covers 
the resilience strategies that any power system adopts 
based on the defined risk, or the HILF events it is 
expected to face in the future. The system hardening, 
lesser damage, lower disruption level, lower restoration 
time and higher survivability of the infrastructure and 
systems are of major concern for this consideration. An 
example of infrastructure resilience is to strengthen the 
transmission or distribution system to survive cyclones 
or storms, therefore most of the infrastructure needs to be 
underground in order to reduce damage and disruptions.

The focus of Working Group C2.25 under Study 
Committee C2 is on system operational resilience. 
The operational resilience in the power system refers 
to resilience in timeframes near to real-time operation. 
It covers the resilience just prior to a HILF event, and 
continues during and after the event until the complete 
recovery is achieved. For example, the lead time 
available, based on better forecasting of the events 
such as cyclones or wildfires is a part of operational 
resilience, based on measures taken such as switching 
of transmission lines or keeping a patrolling team ready 
with spare parts. 

The other focus of WG C2.25 involves the operation 
and control strategies and risk mitigation preparedness 
that can support system operators to more effectively 
manage system disturbances, restore the disrupted 
power grid to a secure state and eventually to restore 
the system to its pre-disturbance state. Thus, WG C2.25 
focuses on utilizing available operation and control 
assets and power system resources, proposing enhanced 
or innovative strategies in this domain. 

WG C2.25 is planned to complete its tasks and achieve 
the objective stated in its Terms of Reference by the end 
2020. The purpose of this paper is to provide the first 
overview of the working group’s already performed 
activities and findings related to the pursuit of these 
tasks and to provide the bridge to the technical brochure 
planned to be published in the beginning of 2021.

2. Understanding System
Operational Resilience
2.1. Definition of resilience

According to the Merriam-Webster Learners Dictionary 
[1] resilience is “the ability to become strong, healthy, or
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with high impact, low frequency (HILF) events, which 
includes extreme natural disasters with increased 
frequency in recent years, as well as manmade threats, 
such as cyber- or physical attacks. 

The evidence confirms that the world is witnessing 
increasing frequency of extreme climatic events. 
Figure 1 provides an analysis prepared by Met Office, 
the national meteorological service for the UK, clearly 
showing an increase in such events worldwide since 
1980. Creating resilience in the power system which 
is undeniably a critical infrastructure of the modern 
economy represents a major challenge from operational 
and investment perspectives. However, the dependency 
of our society on electricity which is expected to increase 
in a decarbonized world justifies the investment to 
improve the resilience of the power system.

The changing energy system to a more flexible and 
smart system provides great opportunities from different 

successful again after something bad happens, the ability 
of something to return to its original shape after it has 
been pulled, stretched, pressed, bent, etc.” In engineering 
terms, resilience is understood as the intrinsic ability of a 
system to maintain or regain a dynamically stable state, 
which allows it to continue operations after a major 
disruption and/or in the presence of a continuous stress 
[2]. According to the National Academy of Sciences 
(NAS), resilience of a system is its ability “to plan 
and prepare for, absorb, respond to and recover from 
disasters and adapt to new conditions” [3]. Specifying 
resilience to more operational-related definitions, it 
can be described as “… the ability of an organization 
to continue to provide business services in the face of 
adverse operational events by anticipating, preventing, 
recovering from, and adapting to such events. The 
fundamental principle is “bend, but don’t break.” [4]

When referring to electric power systems, the term 
resilience is applied when such systems are confronted 

Figure 1: Are extremes becoming more frequent? [5]

Figure 2: Resilient trapezoid for a resilient power system [7]
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2.2. System Operational Resilience

The analysis of existing resilience definitions shows a 
need to understand and elaborate what is specifically 
meant by system operational resilience. Based on the 
above definition by CIGRE WG C4.47 and related to the 
“resilience trapezoid” shown in Figure 2 , the following 
steps are identified and explained in relation to system 
operational resilience:

a) Anticipation and Preparation:

This step takes place before an event happens. 
Anticipation refers to evaluating and/or monitoring 
the onset of foreseeable scenarios1 that could have 
devastating outcomes. Preparation is the process required 
by decision-makers to advance the knowledge gained 
during the anticipation phase to guide the deployment 
of measures, and risk tolerance to the possible adverse 
consequences. These measures may include enhancing 
network responsiveness, robustness, and flexibility. 

Anticipation also deals with forecasting, which provides 
the lead time to prepare for dealing with the event. It 
categorizes events under two types; one with significant 
lead time such as cyclones, floods, drought etc. and 
the other with little lead time such as earthquakes, 
tsunamis, etc. A good example is California’s wildfire, 
where Pacific Gas and Electric (PG&E) planned power 
shutoff for almost 2 million customers in anticipation of 
wildfires in order to minimize the impact on the power 
grid due to outage of energised transmission lines. [8].  

Another example is India, where the expected location 
of landfall and movement of cyclones have been made 
available with sufficient lead time by the weather 
forecasting agency during the last five years. This 

perspectives. However, it increases the vulnerability of 
the energy system to potential cyber-threats. 

CIGRE WG C4.47 which is focused on the topic of 
power system resilience has formulated a resilience 
definition as follows [6]: “Power system resilience is 
the ability to limit the extent, severity, and duration of 
system degradation following an extreme event.” Power 
system resilience is achieved through a set of measures 
to be taken before, during, and after extreme events, such 
as: anticipation, preparation, absorption, sustainment of 
critical system operations, rapid recovery, adaptation, 
and application of lessons learnt.

The above measures, as part of the CIGRE definition 
are based on the “resilience trapezoid”, which has been 
extensively reported in the literature and is shown in 
Figure 2 . This figure illustrates the process of a resilient 
power system through disruptions.

WG C2.25 performed a survey addressed to global 
operational workforce in order to assess and identify 
the existing knowledge and status of system operational 
resilience in the power system community around the 
world. Figure 3 provides an overview of countries and 
parts of the world which participated in the survey.

The overview shows a clear global interest in the topic. 
Additional responses from the African continent are 
currently collected and will complete the picture for the 
planned technical brochure. Nevertheless, the existing 
survey respondents have provided valuable information 
about the understanding of system operational resilience, 
current practices and the needs for improvement. In the 
following sections several findings of the survey are 
presented and complemented with information provided 
by WG C2.25 members. The full detailed analysis will 
be provided in the technical brochure planned to be 
published in the beginning of 2021.

1 -  A scenario is a description of possible and credible events, which are 
modeled and simulated with power system’s analytical tools.

Figure 3: Overview of participating countries in WG C2.25 survey
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is expected to be considerably lower than the system 
peak demand but deemed adequate to enable an orderly 
functioning of a modern society including national 
security, health and safety, communications, control 
centres etc., while accepting some inconveniences 
and reduced levels of comfort for everyday life. These 
load levels can be evaluated by calculating load which 
is required for critical system operation and minimum 
level of load for acceptable system operation, avoiding 
major power disruptions, islanding or blackout. As the 
last step in this process, conventional power system 
analytical tools (e.g. load flow and transient stability 
computer simulation programs) are used to determine 
the respective load levels under which the system 
would survive, should one or a combination of these 
HILF events occur. For a sustained operation, carefully 
formulated forward-looking mitigation control is 
required for the expected system condition. A look-
ahead optimal control can provide such corrective or 
pro-active control actions.

d) Rapid Recovery:

Rapid recovery is about enacting the process to contain 
or limit the consequence of a disruptive event, focusing 
on the critical or essential loads required to support the 
restoration efforts. Restoration plans or procedures are 
specific examples of how system operators handle rapid 
recovery. Predefined actions and procedures (in the 
preparation phase) enable system operators to choose 
specific steps such as best possible resynchronization 
paths in order to speed up the process of restoration. 

Further examples for Rapid Recovery are use of multiple 
islanding of small and medium size power plants with 
local load based on under frequency schemes, or the 
use of HVDC systems in the restoration process and 
the implementation of thermal and nuclear power plant 
islanding operation (house load operation).

e) Adaptation and Lessons Learnt:

Adaptation is the process by which changes are carried 
out in the power system operational practices based 
on past disruptions, in order to contain and/or limit 
undesirable situations in the future. There are many 
examples of adaption and lessons learnt after incidents 
which have prevented further high adverse impacts on 
power systems. 

has helped various measures such as preparedness for 
restoration (Emergency Restoration system) and reducing 
the impact on power system (maintaining load-generation 
balance and voltage control). Therefore, it is important 
that proactive measures are taken with enough lead time. 

The purpose of the Anticipation and Preparation process 
is to predict damage scenarios and implement preventive 
actions and having mitigation plans to prepare the system 
for such scenarios.

b) Absorption and Mitigation:

During a disruptive event, relevant measures need to be 
undertaken such as real-time assessment of functionality 
of contingency protocols, keeping situational awareness, 
effectiveness of protection and control schemes, system 
state monitoring, and coordination and communication 
among various essential services and stakeholders.

In order to mitigate or limit the impact of a specific 
disruptive event, one very important action is the 
identification of the affected strategic (vital, critical) 
infrastructure. They are defined as those installations 
which in case of disconnection or unavailability can 
cause service interruption, leading to large blackouts 
with severe social, economic and political impact. Such 
strategic installations are composed of substations, 
power plants, transmission lines and control centres etc.

In summary, the purpose of the Absorption and 
Mitigation process is to meet defined objectives such 
that a system can absorb the impacts of extreme events 
and minimize or avoid negative consequences. The 
mitigation process can also include pro-active (before 
the event) and corrective (after the event) actions. 

c) Sustainment of Critical System Operations:

Sustainment of critical system operations is vital to 
maintain the capability of the disturbed power system 
with a critical load level that assures a sustained 
operation. During HILF events the sustainment of 
critical operation is determined by classification of loads 
under two categories i.e. critical loads (national security, 
health and safety, communications, control centres) and 
minimum load level which the grid is able to sustain 
with some reduced level of reliability and system 
performance indices. 

Each entity has to determine a critical load level that 
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affected area due to a widespread disruptive event. 
During such events the system security risk does not 
emerge from failure of a single specific element, but it 
could arise from different plants which may involve a 
combination of network element, generation plants and 
even customer Distributed Energy Resources (DER). 
Other jurisdictions around the world have also adapted 
to the new and emerging risks and have introduced new 
operating philosophies to manage their power systems 
during these high-impact events. An overview of a 
general sequence and relevant steps to be considered for 
system operational resilience is shown in Figure 4.

2.3. Resilience and Reliability

Reliability is a well-understood concept in investment 
decisions, design and operation of power systems. Many 
jurisdictions have regulatory frameworks allocating an 
economic value on reliability, which is closely linked to 
the value of lost load. Performance indicators for power 
systems are also designed to provide incentives for 
system operators to ensure power system reliability is 
maintained according to a required standard. 

Current reliability frameworks however reflect the 
risk profile of the power system at the time they were 
designed a few decades ago. These frameworks were 
adequate at a time when the generation mix was 
dominated by a limited number of centralized, large, 
scheduled, synchronous generating units. In such a 
power system, the dominant events, causing risk to 
power system security involved contingencies or the 
unexpected loss of generators, network elements or 
large loads. However, a lot has changed since then. The 
concept of resilience has become important in recent 
years due to two phenomena; increased frequency and 
duration of extreme natural events, and a shift in the 
generation mix towards renewable energy resources 

For instance, after a recent bushfire in Western Australia in 
2019-2020, the system operator adapted their operations 
to consider the trip of multiple lines as “credible” 
during fires which are burning close to specific lines 
or directly underneath these lines; whereas in normal 
operating conditions such a contingency is considered 
“non-credible”. Similarly, after September 2016 black-
out of the state of South Australia, AEMO, the system 
operator of Australia, considered a new set of conditions 
in which separation of the state of South Australia from 
the National Electricity Market (NEM) was considered 
credible. For those situations, operational practices 
changed, and the South Australian power system is now 
operated in a way in which the system will continue 
secure operations when that state separates from the 
NEM. These operational changes included reducing the 
output of non-scheduled generation and the dispatch of 
a specific number of gas turbines in South Australia to 
ensure frequency stability. After the installation of the 
grid-scale batteries in South Australia, all these batteries 
are now part of operational requirements for running the 
South Australian power system in separation. 

Further progression in thinking in Australia has led to 
the introduction of the concept of “Indistinct” events, 
under which the system operator takes a range of 
different actions to ensure security of the power system 
to increase its resilience. The South Australian blackout 
highlighted a gap in the current frameworks designed 
to manage the risks from contingency events. The 
current frameworks only consider the failure of a single 
generating unit or network element as a contingency. 
Such events are distinct and definable. However, the 
changing power system risk and resilience profile is 
seeing an increase in risk from ‘indistinct’ events. These 
risks are associated with distributed events, which 
relate to multiple generation and network assets in an 

Figure 4: Sequence and steps of operational resilience used by WG C2.25
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terms of investment, planning, operations etc., and 
cannot be as effective for the purpose of creating and 
maintaining resilience. Around 60% of the respondents 
have indicated that their country distinguishes between 
reliability and resilience concepts during operational 
and capital investment decisions; however, the meaning 
and definition of resilience and the distinction provided 
between resilience and reliability crosses over between 
the two concepts and mixes these definitions. In 
answering the question of the definition of resilience, 
different organizations have used definitions that capture 
both reliability and resilience in some cases, or merely 
focuses on high-level emergency management in other 
cases, highlighting the need for resilience concept to be 
better understood and measured. 

3. Key Elements Considered
in Operational Resilience
Preparedness
3.1. Relevant High Impact, Low Frequency (HILF) 
Events in Operational Resilience

As described above, power system resilience is 
concerned with “High Impact, Low Frequency” (HILF) 
events. HILF is a term that refers to rare but catastrophic 
incidents which occur in an event with a low degree of 
probability, usually in a manner that is unpredictable, 
causing a significant degree of disruption. A closely 
related term which is also commonly used in describing 
these events is “high-impact, low-probability” (HILP). 
HILF events vary widely depending on the geographical 
factors. Therefore, one goal of WG C2.25 is to assess 
which HILF events seem most relevant for most parts of 
the world. HILF events are sometimes described using 
metaphors such as “black swan”2 events, since these 
events are associated with following attributes:

• They	 occur	 very	 infrequently,	 or	 in	 some	 cases,
have never occurred

• There	is	limited	“real-world”	operational	experience
with addressing these risks

• They	generally	have	the	potential	to	impact	many
assets at once

• They	have	catastrophic	impacts	on	the	bulk	power
system and society-at-large.

Table 2 provides a comprehensive classification and lists 

which depend on the climatic conditions for their 
operation. The latter, also called energy transition, has 
created challenges for power system operators, requiring 
a proper response, in order to enhance the resilience 
and security of the power system. There are emerging 
risks that need to be understood, reviewed frequently, 
and addressed properly. These risks primarily relate 
to stability of frequency and voltage, and adequacy of 
power system inertia and system strength. Frameworks 
are being developed to ensure power systems continue 
to be resilient and secure as they evolve and innovate. 
Since different systems are at different phases in their 
journey of energy transition, their responses to these 
challenges also vary considerably. 

Table 1 provides examples of key differences between 
resiliency and reliability based on WG C2.25 survey 
responses and [9].

Table 1: Differences between resilience and reliability 

In the CIGRE WG C2.25 international survey, responses 
of different utilities to resilience related questions are 
of particular importance. Results indicate that most of 
the respondents don’t have a clear distinction between 
the concept of resilience and reliability, and the manner 
in which these concepts have been implemented in 
their respective organizations. While the concept of 
Reliability is well understood and the regulations in most 
countries have an economic value put on Reliability 
based on energy not supplied, the concept of resilience 
is either not applied or applied without a reference to a 
framework which can capture all the related measures. 
Some respondents have indicated that they capture 
measures of resilience, but these measures are broad 
with no reference to a framework to establish their 
inter-relationships. These measures, without a proper 
framework, cannot be linked to business decisions, in 
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manipulating data of key systems and providing 
misleading information to system operators may cause 
tremendous impact on the power system. The main 
concern about these threats is that the impact could 
bring the system outside the protections provided by 
traditional planning and operating criteria. 

Figure 5 provides examples of cyber-attacks on energy 
industry and their serious consequences. 

The described situation above clearly shows the need 
to plan and prepare the system not only to be resilient 
against natural disasters but also man-made cyber 
incidents. In addition, it needs to be considered that 
incidents in one specific industrial sector nowadays 
significantly affect other sectors as interdependencies 
within the energy sector, e.g. electricity, gas, heat etc. 
as well as between different industrial sectors such as 
power, communication and transport grow. Therefore, 
the need for coordination between interdependent 
sectors is increasingly becoming vital to ensure security 
of supply.

The survey conducted by WG C2.25 provided that more 
than 90% of the respondents (38 respondents in total) 
have indicated that their electricity infrastructure faces 
HILF events. Responses summed up and ranged by 
the number of occurrences showed that events caused 
by weather conditions have the highest incidence. 
Environmental events range between country to country 
and some specific events are more critical for some 
utilities compared to others. For example, wildfires are 
especially critical for Australia, but developments of 
recent years indicate that countries not expected to face 
such events in the past now need to consider and prepare 
for them. Floods, droughts, hurricanes, cyclones and 
earthquakes are also the environmental events of main 
consideration for different countries. Man-made physical 
threats such as endangering physical security and terrorist 

examples of HILF events based on WG C2.25 survey 
responses and [10]. Two main classifications of HILF 
events can be identified, physical, including man-made 
or natural threats, as well as cyber threats. 

Table 2: Classification and examples of HILF events

Physical, natural and man-made, as well as cyber threat 
events have the potential to cause catastrophic impacts 
on the electric power system and on grid operability due 
to potential loss of grid infrastructure assets as well as 
functionality of critical tools for grid operation. Hence, 
necessary preparation and counter measures need to 
be identified and implemented to manage such events, 
taking into account the likelihood and the extent of their 
potential impact. HILF events transcend other risks to the 
sector due to their magnitude of impact and the relatively 
limited operational experience in addressing them. 
Deliberate attacks pose especially unique scenarios due 
to their inherent unpredictability and significant national 
security implications2.

Man-made risks, including physical and cybersecurity 
threats are generally well-planned and coordinated 
attacks. Therefore, reacting to such events adequately 
and activating effective counter-measures is extremely 
difficult. For example, a physical attack against 
multiple key nodes in the power grid or a cyber-attack 
2 - https://energy.gov/oe/downloads/high-impact-low-frequency-risk-north-
american-bulk-power-system-june-2010

Figure 5: Cybersecurity attacks on Energy Industry by World Economic Forum
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Also, it needs to be considered that a blackout is rather 
the consequence of one or more of the other events than 
being a HILF event itself.

While the information presented in Table 3 and Figure 6 
clearly indicate that physical events deriving from natural 
causes are experienced more frequently compared to 
cyber-attacks, respondents clearly showed that besides 
hurricanes and cyclones (about 67%), cyber-attacks and 
wildfires (both nearly 50%) are the two most considered 
and anticipated HILF events by system operators. Only 
2 respondents provided information about considering 
and being prepared for a tsunami. This clearly shows that 
different regions of the globe face different challenges 
based on geographical conditions.

The survey also collected information about the 
development and frequency of occurrence of specific 
HILF events. Figure 7 shows a timeline specifying the 
number of events and the type of events which most 
recently happened. The information provided confirms 
that most participants experienced a HILF event, and 

threats have also ranked high for the respondent utilities. 
Nevertheless, from today’s experience, the general 
impact of natural physical threats can be expected to be 
higher compared to man-made physical threats.

In the survey, over 90% of the respondents confirmed 
the occurrence of extreme events in their systems in the 
past, indicating that weather-related events (hurricanes, 
cyclones, earthquakes, ice storms) were predominant.

Table 3 provides an overview of the responses to the 
question of how often the respondent’s systems have 
faced specific HILF events since the year 2000. Having 
a closer look at the numbers of occurrences indicates that 
different natural physical HILF events are happening 
several times more than man-made physical or cyber 
incidents. While events such as electromagnetic impulse 
(mentioned zero times), solar / geomagnetic storms 
(mentioned one time) or tsunami (mentioned two times) 
have been rare occurrences, these events also need to 
be taken into consideration in identifying threats and 
preparing counter measures.

Table 3: Overview of occurrence of HILF events since 2000

Figure 6: Total number of occurrences of specific HILF events since 2000
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Then, resilience impact metrics3 should be identified 
for the specific resilience objective. These metrics can 
be wide-ranging and may include multiple items such 
as MWh not delivered, outage duration, load lost, cost 
to economy, cost to utility, cost of recovery etc. While 
reliability metrics are focused towards the power system 
itself, resilience metrics are service-based and include 
impacts to humans and services to community. For 
example, a utility can define a metric such as impact 
to critical infrastructure as a result of an outage. Future 
system operations can be enhanced with power system 
state awareness metrics that recognize changing system 
conditions and provide an adaptive response.

The next step will be understanding the event and 
their characteristics. Section 3.1 of this paper specifies 
the events and their frequency of occurrence. For this 
process, the characteristics of the specific event on 
power system needs to be analysed and understood. For 
example, if the event is a natural phenomenon such as a 
hurricane, the associated wind speed, regions affected, 
duration of the event etc. must be specified.

During the work conducted by CIGRE WG2.25, it 
was identified that in order to best prepare operational 
resilience strategies some of the resilience strategies 
focus on specific events and how to best handle 
their occurrence, while the rest concentrate on the 
consequences of a specific events instead of the 
occurrence of event itself. 

The next step in the resilience process framework will be 
the impact assessment to the power system. Sometimes 
these impacts are hard to establish and sometimes can be 
well anticipated as there is a known vulnerability in the 
power system. For example, as a result of a bushfire some 
transmission lines may be damaged, certain substations in 
the bushfire areas can stop functioning or some overhead 
lines can disconnect creating weak points in the electricity 
grid. A simulation-based method is widely used for this 
impact assessment since extreme event consequences 
can’t be readily calculated. Other methods used include 
probability risk analysis of certain events.

The next step in the process is data collection. Sometimes 
the data associated with a past event is not available or 

in the last few years the frequency of such events 
(both physical and cyber and including blackouts) is 
increasing. Only 25% of participants did not experience 
a HILF event since 2016.

3.2. Measures and Criteria of Operational Resilience

As outlined above a framework for capturing the 
resilience of the power system is a gap that needs to 
be addressed. A comprehensive resilience framework 
should start from the resilience objectives, and conclude 
with results that guide the power system decision makers 
on improvement initiatives, investment decisions, 
planning functions, and management actions as well 
as required changes in operational practices to make 
the power system more resilient to high impact, low 
frequency events. 

Such a process framework based on the work previously 
undertaken by Sandia National Laboratories [11] is 
illustrated Figure 8. The process starts with specifying 
resilience objectives for a given power system. The 
objectives may be improving resilience of the system 
compared to a given historical event or just improving 
the behaviour of the system based on a current process. 
For example, if a current process requires restoration of 
the power system within a set timeframe, the resilience 
objective can be reducing that timeframe to a lower 
level. Operational resilience objectives should focus 
on managing and, ideally, reducing the impact, extent, 
duration and damage of extreme events.

Figure 8: General resiliency framework

3 - Metrics are systems or standards of measurement for quantitative assessments.

Figure 7: Timeline showing most recent number as well as the type of HILF events experienced by survey respondents
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4. Outlook and Conclusions
With increased recognition of the potential adverse 
impact on power system operations from physical and 
cyber invasions, HILF events, and the more frequent 
occurrence of system disturbances caused by natural 
phenomena, the electric power industry is gradually 
steering its focus from purely developing preventive 
measures, to enhancing resilience, following major 
disturbances to the power system. The aim of this 
paper is to provide a first glance at the topic or system 
operational resilience and the finding of WG C2.25 under 
Study Committee C2. A detailed report and extensive 
discussion will be provided in the technical brochure 
expected to be published the beginning of 2021.

Each HILF event faced by power system provides 
several lessons to be learned which are required for 
reducing the risk for the next events. These lessons 
have certain objectives such as smaller recovery 
duration and less damages to the power infrastructure, 
coordination and communication among stakeholders, 
improving forecast accuracy and operational security, 
and overcoming transmission and distribution system 
challenges. 

Based on extensive literature review, valuable 
experience in system operations by members and the 
survey performed, CIGRE WG C2.25 could provide 
insights and important basis for the needed discussion 
about system operational resilience in the power system 
community.

The identified needs as well as relevant improvements in 
relation to system operational resilience will be provided 
and discussed in the technical brochure. To provide 
some first general findings and recommendations, 
we can highlight the necessity of advanced tools for 
resilience management. Tools are needed to monitor 
and trigger proactive or corrective mitigation to enhance 
system resilience. These tools need to interface with 
existing energy management system (EMS), advanced 
distribution management system (ADMS) or microgrid 
energy management system (MEMS) in the control 
centre or network operation centres (NOC). Examples 
of the key features to be provided by these tools are:

• Monitoring	resilience	using	specific	metrics	against
specific HILF events

hard to collect, however as more data capturing devices 
such as sensors, PMUs and smart meters are being 
connected to the power system, the data availability 
will be less of a problem in the future. For this purpose, 
availability of time-synchronized data is very important 
for disturbance analysis. Informed estimates can be a 
reasonable substitute for data which cannot be sourced. 
Integration of data collection technologies to enhance 
operational resilience is of utmost importance. These 
technologies include Energy management systems 
(EMS), distribution management systems (DMS), 
supervisory control and data acquisition (SCADA), 
advanced meter infrastructure (AMI), line sensors and 
smart relays, outage management systems (OMS), wide 
area measurement systems (WAMS).

Once the data is collected, calculation and analysis can 
be performed. The output of this process can be a figure 
or value, characterizing the impact to the power system. 
The output can also be an estimate of a probabilistic 
figure or a statistical value.

The final step is identifying how to improve resilience of 
the power system. This may entail a change of practice in 
operation of power system, a change in planning practices, 
increased investment and so on.  Examples are use of 
Demand-side management, topology configuration, 
microgrid island operation, and automated protection 
and control.  The effect of these changes can be used 
to repeat the whole process in order to understand the 
efficacy of that change in improvement of resilience. 
Such improvements can then be compared with the cost 
of implementing these changes to understand if they 
are cost-effective. Sometimes, this may mean that only 
a small change in operation of the power system will 
result in significant improvement in resilience. 

In the CIGRE WG C2.25 survey, respondents considered 
the following measures relevant to their resilience 
strategy:

• A	backup	control	centre
• Written	plans	and	procedures	to	handle	emergencies
• Regular	operator	training	on	emergency	conditions
• Special	 communication	 tools	 for	 emergency

situations
• Back	up	communication	systems	such	as	 satellite

phones.
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[2] D. D. Woods, Resilience Engineering: Concepts and Precepts,
CRC Press, 2006.

[3] National Research Council, “Disaster Resilience: a National
Imperative,” The National Academies Press, 2012.

[4] “www.oliverwyman.com,” MARSH & MCLENNAN
COMPANIES, [Online]. Available: https://www.oliverwyman.
com / our- e x pe r t i s e / in s ig ht s / 2 0 1 9 / may / s t r iv ing - for-
operational-resilience.html. [Accessed 09 April 2020].

[5] “www.metoffice.gov.uk,” Metoffice national meteorological
service UK, [Online]. Available: https://www.metoffice.gov.uk/
weather/climate/climate-and-extreme-weather. [Accessed 09
April 2020].

[6] CIGRE WG C4.47, “www.cigre.org,” CIGRE, 30 September
2019. [Online]. Available: https://www.cigre.org/article/
GB/news/the_latest_news/defining-power-system-resilience.
[Accessed 09 April 2020].

[7] L. Yanling, Z. Bie and A. Qiu, “A Review of Key Strategies
in Realizing Power System Resilience,” Global Energy
Interconnection, Vol.1, No.1, January 2018.

[8] E. Newburger, “www.cnbc.com/world,” CNBC, 27 October
2019. [Online]. Available: https://www.cnbc.com/2019/10/26/
pge-will-shut-off-power-to-940000-customers-in-northern-
california-to-reduce-wildfire-risk.html. [Accessed 09 April
2020].

[9] S. Chanda and A. Srivastava, “Defining and Enabling Resiliency 
of Electric Distribution Systems with Multiple Microgrids,”
IEEE Transactions On Smart Grid - Special Issue On Power
Grid Resilienc, June 2016.

[10] G. Kandaperumal and A. Srivastava, “Resilience of the Electric
Distribution Systems: Concepts, Classification, Assessment,
Challenges, and Research Needs,” IET Cyber-Physical Systems:
Theory & Applications, 2019.

[11] E. Vugrin, A. Castillo and C. Silva-Monroy, Resilience Metrics
for the Electric Power System: A Performance-Based Approach,
2017.

• Alerting	 operators	 for	 metrics	 below	 acceptable
thresholds

• Being	 integrated	 within	 existing	 control	 room
environment

• Coordinating	 with	 centralized,	 decentralized	 and
distributed control

• Helping	 in	 decision	 making	 for	 proactive	 or
corrective actions.

Additionally, as identified in the survey, coordination 
among existing departments within utilities are required 
to enhance operational resilience including but not limited 
to a) crisis management organisation, b) IT-Security and 
IT-Infrastructure, c) network security, d) customized 
training activities and e) developing and implementing 
regulation/guidelines/standards for resilience.
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